
Selinux: NSA's Open Source Security Enhanced
Linux
Bill McCarty

Click here if your download doesn"t start automatically

http://youkof.club/go/read.php?id=0596007167
http://youkof.club/go/read.php?id=0596007167
http://youkof.club/go/read.php?id=0596007167


Selinux: NSA's Open Source Security Enhanced Linux

Bill McCarty

Selinux: NSA's Open Source Security Enhanced Linux Bill McCarty

The intensive search for a more secure operating system has often left everyday, production computers far
behind their experimental, research cousins. Now SELinux (Security Enhanced Linux) dramatically changes
this. This best-known and most respected security-related extension to Linux embodies the key advances of
the security field. Better yet, SELinux is available in widespread and popular distributions of the Linux
operating system--including for Debian, Fedora, Gentoo, Red Hat Enterprise Linux, and SUSE--all of it free
and open source.SELinux emerged from research by the National Security Agency and implements classic
strong-security measures such as role-based access controls, mandatory access controls, and fine-grained
transitions and privilege escalation following the principle of least privilege. It compensates for the
inevitable buffer overflows and other weaknesses in applications by isolating them and preventing flaws in
one application from spreading to others. The scenarios that cause the most cyber-damage these days--when
someone gets a toe-hold on a computer through a vulnerability in a local networked application, such as a
Web server, and parlays that toe-hold into pervasive control over the computer system--are prevented on a
properly administered SELinux system.The key, of course, lies in the words "properly administered." A
system administrator for SELinux needs a wide range of knowledge, such as the principles behind the
system, how to assign different privileges to different groups of users, how to change policies to
accommodate new software, and how to log and track what is going on. And this is where SELinux is
invaluable. Author Bill McCarty, a security consultant who has briefed numerous government agencies,
incorporates his intensive research into SELinux into this small but information-packed book. Topics
include:

A readable and concrete explanation of SELinux concepts and the SELinux security model●

Installation instructions for numerous distributions●

Basic system and user administration●

A detailed dissection of the SELinux policy language●

Examples and guidelines for altering and adding policies●

With SELinux, a high-security computer is within reach of any system administrator. If you want an effective
means of securing your Linux system--and who doesn't?--this book provides the means.
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From reader reviews:

Kerry Diaz:

Information is provisions for anyone to get better life, information currently can get by anyone with
everywhere. The information can be a know-how or any news even a problem. What people must be
consider any time those information which is within the former life are challenging be find than now could
be taking seriously which one is appropriate to believe or which one typically the resource are convinced. If
you find the unstable resource then you obtain it as your main information there will be huge disadvantage
for you. All of those possibilities will not happen throughout you if you take Selinux: NSA's Open Source
Security Enhanced Linux as your daily resource information.

Gary Williams:

This Selinux: NSA's Open Source Security Enhanced Linux is brand-new way for you who has fascination to
look for some information as it relief your hunger associated with. Getting deeper you upon it getting
knowledge more you know or perhaps you who still having tiny amount of digest in reading this Selinux:
NSA's Open Source Security Enhanced Linux can be the light food in your case because the information
inside this kind of book is easy to get simply by anyone. These books create itself in the form which can be
reachable by anyone, sure I mean in the e-book type. People who think that in publication form make them
feel tired even dizzy this book is the answer. So you cannot find any in reading a guide especially this one.
You can find what you are looking for. It should be here for an individual. So , don't miss that! Just read this
e-book type for your better life as well as knowledge.

Nathaniel Mitchell:

That reserve can make you to feel relax. This specific book Selinux: NSA's Open Source Security Enhanced
Linux was colourful and of course has pictures on the website. As we know that book Selinux: NSA's Open
Source Security Enhanced Linux has many kinds or style. Start from kids until young adults. For example
Naruto or Investigator Conan you can read and believe you are the character on there. Therefore , not at all
of book are usually make you bored, any it can make you feel happy, fun and loosen up. Try to choose the
best book in your case and try to like reading in which.

Shelly Sampson:

A lot of people said that they feel bored stiff when they reading a reserve. They are directly felt it when they
get a half parts of the book. You can choose the particular book Selinux: NSA's Open Source Security
Enhanced Linux to make your personal reading is interesting. Your skill of reading proficiency is developing
when you like reading. Try to choose basic book to make you enjoy to see it and mingle the sensation about
book and reading especially. It is to be initially opinion for you to like to wide open a book and examine it.
Beside that the publication Selinux: NSA's Open Source Security Enhanced Linux can to be your new friend
when you're truly feel alone and confuse using what must you're doing of these time.
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